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Introduction

Australia is a federation of states and territories
bound together by the Australian Constitution.
It has an overarching federal system of govern-
ment with its own courts, although each state
and territory within the federation has its own
system of government and courts.

Like most countries that formed part of the Birit-
ish empire, Australia’s system of government
is modelled on the Westminster system, with a
central hallmark being an independent judiciary.
Australia’s legal system was also inherited from
common law of the United Kingdom. Insurance
and reinsurance law are no different, albeit there
have been statutory and regulatory modifica-
tions, including the enactment of the Insurance
Contracts Act 1984 (Cth) (ICA) and the Corpo-
rations Act 2001 (Cth). The ICA aims to strike a
fair balance between the interests of insureds,
insurers and other members of the public, and to
ensure that provisions in contracts of insurance
and the practices of insurers in relation to such
contracts operate fairly.

The Australian insurance industry continues
to grapple with many evolving challenges and
opportunities, including:

« the impact of the COVID-19 pandemic on
business interruption claims, which has
attracted high-profile “test case” litigation
with mixed success for insurers as well as
attention from the corporate regulator in
terms of assessing pandemic-related claims
in a fair and efficient manner;

AUSTRALIA

\ ,Australia

" 2
Tasmania @

* the ongoing legislative changes, including
in relation to designating claims handling as
a financial service and amendments to the
duty of disclosure for consumer insurance
contracts arising from the recommendations
of the Financial Services Royal Commission
(FSRQC); and

« the increasing frequency and severity of
cyber-related claims, which show no sign of
abating.

This article provides a high-level snapshot of the
key issues, and likely trends and developments
facing industry participants and various lines of
business.

Directors and Officers, Professional

Indemnity and Financial Institutions

There continues to be ongoing significant
reforms to Australia’s class action regime, which
is welcome news for the D&0O market. This has
included the passing of new legislation raising
the bar for shareholder class actions in August
2021. Specifically, the continuous disclosure
regime has been modified, with the materiality
standard to be assessed based on the knowl-
edge, recklessness or negligence on the dis-
closing entity’s part as opposed to the previous
no-fault or strict liability scheme. The Common-
wealth Parliament is currently considering draft
legislation which would enhance court oversight
over the distribution of class action proceeds
and establish a rebuttable presumption that a
return to the general members of a class action
litigation funding scheme of less than 70% of
their gross proceeds is not fair and reasonable.
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These proposed measures have been fiercely
resisted by the plaintiff law firms and the litiga-
tion funding industry. Such reforms follow a suite
of reforms in 2020 regarding the licensing of liti-
gation funders and the registration of litigation
funding arrangements as managed investment
schemes.

Restoring balance

Overall, some balance is being restored to the
D&O market and, in particular, the Side C mar-
ket. Indeed, empirical research suggests that the
number of new class action filings for sharehold-
er class actions have fallen over recent years.
This may be attributable to a number of factors,
such as the legislative intervention outlined
above, companies and management improving
governance frameworks and systems, and/or
plaintiff law firms and litigation funders directing
their resources to other claims, including actions
against the financial institutions following the
material examined by the FSRC environment
(see further below).

However, much uncertainty remains as to “class
closure” for class action litigation, which impairs
the ability of defendants and their insurers to
quantify and assess the total quantum of rep-
resentative proceedings. This is one area that
desperately requires legislative reform and/
or further judicial consideration at the appel-
late level following New South Wales Court of
Appeal authority, which ruled that traditional pre-
settlement class closure was not permissible. In
relation to the latter, the Full Federal Court is
expected to hear argument on whether the Court
has power to order traditional class closure in
the Boral class action in early 2022.

Third-party claims

Third-party claims against financial institutions
continue to be filed at a steady pace. This is no
doubt primarily attributable to the fallout from
the FSRC, which revealed widespread miscon-

duct and provided the roadmap for a produc-
tion line of claims. Such claims have typically
focused on conflicted remuneration, overcharg-
ing, fees for no service and mis-selling financial
products, amongst other issues. This trend is
expected to continue.

Corporate wrongdoing

The corporate regulator, the Australian Securities
and Investments Commission (ASIC), continues
to prosecute corporate wrongdoing and miscon-
duct in a robust manner. Indeed, ASIC has com-
menced numerous proceedings seeking pecuni-
ary penalty orders, adverse publicity notices and
related orders. It is not uncommon for plaintiff
law firms and litigation funders to be “waiting in
the wings” for the outcome of such actions and
relying on any admissions by the defendant for
the purpose of separate claims seeking com-
pensatory damages and other relief.

Cyber-risks and ESG

Cyber-risks, and environmental, social and gov-
ernance issues (ESG) are proving to be the new
frontier for companies and their directors/sen-
ior management in terms of risk management
and governance. Time will tell if the COVID-19
pandemic will generate a raft of new claims but
there has not been a groundswell of movement
as this time.

Professional indemnity

In the professional indemnity space, financial
services providers (including financial planners)
and their insurers continue to be frustrated with
the external dispute resolution process admin-
istered by the Australian Financial Complaints
Authority. A recent report has recommended
certain reform measures but it is not clear if
these will be implemented or provide some much
needed balance. Otherwise, it is anticipated that
the fallout from the COVID-19 pandemic will lead
to claims against investment advisers and other
professionals. Non-compliant cladding claims
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remain a concern for construction professionals
and their insurers.

Life and Personal Insurance

Radical changes to Disability Income
Insurance

Life insurers were required to make significant
changes to Disability Income Insurance (Dll)
from 1 October 2021. These changes have been
dictated by the Australian Prudential Regulatory
Authority (APRA), in response to several years
of material losses sustained in the Australian IP
market. Australian life insurance companies col-
lectively lost around AUDS.4 billion over the five
years to December 2019 through the sale of DI
to individuals. For this reason, APRA intervened
to stabilise the industry by announcing sev-
eral guidelines that require insurers to address
unsustainable product design features and pric-
ing issues to ensure DIl continues to be offered
in the future. The four key changes are as fol-
lows.

Income at risk

DIl payments should be consistent with the prin-
ciple of indemnity, thereby avoiding moral hazard
as much as possible. For policyholders with sta-
ble income, DIl benefits will be based on annual
earnings in the 12 months prior to claim (rather
than the best 12 months in the last 36 months).
For policy holders with variable income, DIl ben-
efits will be based on average annual earnings
over a period of time appropriate for the occupa-
tion of the policy holder and reflective of future
earnings lost as a result of disability.

Income replacement ratio

Income replacement ratios are now capped at
90% of earnings at the time of claim, for the
first six months of claim — and thereafter 75% of
earnings, for the remainder of the claim. Prior to
1 October 2021, it was possible to insure 100%
of earnings due to the features and ancillary
benefits of DIl policies. However, this reduced
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incentives to return to work, thereby potentially
impeding better health outcomes and increasing
claims durations.

Term of the policy

From 1 October 2021, the maximum term of the
policy is five years. This is a significant change
from previously, where contracts were often guar-
anteed renewable until retirement age. After the
five-year period, a new policy must be entered
into that reflects the terms and conditions that
apply to new contracts then on offer by the life
company. If a client enters a new contract after
the initial five years, medical underwriting is not
required; however, any changes to the client’s
occupation, financial circumstances and dan-
gerous pastimes must be updated and reflected
in the new policy. An example of the effect of
this is that if after the initial five year period the
policyholder’s occupation has changed to one
with a higher risk (eg, white collar to blue collar),
premiums will likely increase.

Benefit period
Life companies must have:

- effective controls in place to manage the risks
associated with long benefit periods, includ-
ing specific product design features; and

- set internal benchmarks for new DIl policies
with long-term benefit periods, which reflect
their risk appetite and the effectiveness of
their controls.

Currently, the majority of DIl policies have long
benefit periods. Whilst this is not inherently
inappropriate, this change aims to manage the
associated risks, such as motivation to return
to work and adverse impacts on claim duration.
Methods by which insurers may control long-
term claims include tiered or stricter disability
definition, tiered income replacement ratios, or
lower maximum termination ages. In particular,
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it is likely that more prescriptive disability defini-
tions will be imposed after two years.

Breach reporting

In December 2020, the Commonwealth Par-
liament passed legislation to strengthen the
existing breach reporting regime for Australian
Financial Services (AFS) licensees, consistent
with recommendations of the FSRC. This applies
beyond life insurers.

A number of other recommendations were given
effect by this legislation, including a recommen-
dation to introduce breach reporting require-
ments for Australian Credit Licensees (ACL)
through amendments to the National Consumer
Credit Protection Act (NCCP).

The new regime, which will now also include
ACLs, will be effective for all reportable situa-
tions occurring on or after on 1 October 2021.
The types of reportable situations include:

« “core obligation breach” or likely core obliga-
tion breach that is, or could be, “significant”;
or

« additional reportable situations — the licensee
(or its authorised representative) has engaged
in conduct constituting gross negligence or
serious fraud.

The licensee has 30 days to report to ASIC from
the time they have knowledge that, or there are
reasonable grounds to believe, or are reckless
as to knowing, a reportable situation has arisen.

There is also a new obligation for the licensee
to report to ASIC within 30 days if the licensee
has reasonable grounds to believe that a report-
able situation has arisen in relation to any other
licensee.

Claims handling — a “financial service”

The delegation of claims handling services
by Australian insurers is common. Delegat-
ing claims handling services provides another
company with authority to assess and settle
claims. However, claims handling services are
now subject to the financial services provisions
of the Corporations Act and insurance claims
managers (defined as those who carry on a busi-
ness of handling and settling claims for one or
more insurers) are required to obtain a financial
services licence. There is generally an associ-
ated obligation to provide the services efficiently,
honestly and fairly. This reform extends to other
lines of business as well.

Cyber

The last 12 months have seen a significant jump
in the number and severity of cyberattacks and,
in particular, ransomware attacks. The risk has
been intensified with the increased vulnerability
arising from most of the Australian workforce
working remotely and the increase in the fintech
industry, causing large amounts of sensitive data
to be held. This has sharply focused the atten-
tion of insurers, regulators and insureds.

The growing losses have resulted in changes to
the dynamic of the insurance market. There has
been a rapid increase in the number of business-
es taking up cyber-insurance. At the same time,
premiums have increased and there has been a
marked decrease in limits. Some capacity has
left the market altogether. Further, insurers con-
tinuing to write the cover are undertaking much
more stringent underwriting analysis, including,
at times, the employment of third-party cyber-
security consultants to test the durability of a
prospective insureds’ systems.

Major insurers have publicly discussed the pos-
sibility that payments to ransomware criminals
may not form part of the cover offered by them
in the future. In this regard, the Commonwealth
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Government has set out its ransomware action
plan, in which it states that it “does not condone
paying a ransom to cybercriminals”. The govern-
ment notes that ransom payments demanded
from insured organisations are often tailored to
the insured amount under a cyber-insurance
policy. The Government is currently considering
whether to outlaw the payments of a ransom-
ware demand. Major insurers have indicated
their support for such a legislative step.

Security Legislation Amendment (Critical
Infrastructure) Bill 2020

In other significant steps, the Commonwealth
Government has passed the Security Legislation
Amendment (Critical Infrastructure) Bill 2020.
The bill proposes to expand the scope and sub-
stance of regulatory obligations on private own-
ers and operators of critical infrastructure assets
under the Security of Critical Infrastructure Act
2018 (Cth). In addition, it proposes to confirm
extraordinary power of government intervention
in response to cybersecurity incidents affect-
ing critical infrastructure assets, under which
the Minister for Home Affairs can authorise the
Secretary of the Department of Home Affairs to
undertake direct intervention and control the
systems of the entity under attack.

The legislation also mandates ransomware inci-
dent reporting to the government. This notifica-
tion requirement imposes another set of cyber-
security reporting obligations on businesses
and their insurers in addition to the notifiable
data breach reporting obligations under the Pri-
vacy Act and the cybersecurity incident report-
ing obligations under the CPS234 (for financial
institutions). This fractured regulatory approach
is burdensome and it would be hoped these obli-
gations can be met with a single notification at
some stage in the future.

The reality and severity of ransomware attacks
have also brought into sharp focus the poten-
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tial exposure for directors of companies where
decisions need to be made as to the payment
of ransoms and the exposure that might arise
for directors in relation to their obligations to
ensure the security of their companies’ systems
and also ensuring the company does not suf-
fer losses as a result of a decision not to pay
any ransom. A decision by the Federal Govern-
ment on the legality of ransom payments would
bring much clarity to insurers and the directors
of insureds.

Liability, Industrial Special Risk and Property
The law relating to liability (injury and property)
throughout Australia has been relatively stable
since reforming legislation was introduced in the
early 2000s. Such reforms essentially codified
tests of causation and negligence, and provid-
ed additional specific defences (including pro-
portionate liability for non-injury claims). These
reforms were to address an “insurance crisis”
arising from steep premium increases and a
perception that court judgments did not reflect
public expectations.

The body of case law surrounding this state-
based legislation continues to develop incre-
mentally to provide increasing certainty to
those in the industry. As there has not been a
repeat of those steep premium increases or the
same media criticism of court judgments, these
reforms have effectively had a stabilising effect.

Liability claims

The nature of liability claims changed with the
2017 Royal Commission report into Histori-
cal Institutional Child Sexual Abuse, leading to
a surge of historic abuse claims against state
departments and religious bodies. While a
National Redress Scheme provides for no-fault
compensation, the abolition of limitation peri-
ods for such abuse claims and the ability to set
aside prior confidential settlement agreements
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has facilitated these challenging claims being
brought.

Further, latent/exposure injury claims have not
diminished despite the use of asbestos products
effectively being banned approximately 40 years
ago given the presence of those products from
prior use (with Australia having the highest use in
the world) and the emergence of fibrotic silicosis
claims for workers in the artificial stone industry.

The complexity and uncertainty surrounding
liability for work-related accidents continues
with diminishing no-fault workers compensation
benefits and limitations on recovering damages
from employers encouraging injured workers to
pursue non-employers and attempts to maxim-
ise their potential compensation. This is further
exacerbated by the increasing use of contrac-
tors or labour-hire workforces (including on min-
ing and infrastructure projects), which effectively
shifts liability to entities not directly involved in
the work system or site, including by means of
contractual assumption of risk. The permuta-
tions of potential outcome for these claims adds
to the uncertainty for insurers.

Property

Australian property insurers continue to be
affected by volatile and increasing natural risks,
with bushfire, storm and flood damage claims a
large feature of the last few years. Prior uncer-
tainty and inconsistency as to flood cover has
largely been resolved through the use of a stand-
ard definition of the exclusion. Against the back-
ground of climate change concerns, the insur-
ance industry continues to call for improved
regulation and action to avoid or mitigate the
impact of these natural risks as a more econom-
ic approach than increased premiums.

The industry’s exposure to COVID-19 business
interruption claims appears to have substan-
tially diminished following the initial hearing of

the “second test case”, but with judgment pend-
ing in the appeal. The first test in late 2020 was
unfavourable for the industry when it was unani-
mously held (and later refused leave to appeal)
that standard pandemic exclusions in business
and ISR policies which referenced the repealed
Quarantine Act, rather than the current Biosecu-
rity Act, were ineffective. The second test case
addressed more coverage issues over ten par-
ticular claims.

Ultimately, the insurers succeeded in their
declining of cover for nine of the ten claims
based largely on findings that “prevention of
access” extensions did not cover losses result-
ing from actions taken by authorities in response
to a disease in circumstances where the policy
also contained a disease extension - as it was
incongruous for both extensions to apply. Fur-
ther, causally, the closure of premises and con-
sequent losses were not suffered as a result of
an outbreak. The appeal of the second test case
was heard in early November 2021, with judg-
ment pending, but a further appeal to the High
Court is likely.

Recent and current concerns

Combustible cladding claims have been emerg-
ing over the past four years, with the building
owners and the construction and insurance
sectors grappling with the unexpected cost of
replacing cladding. Recent judgments, including
at appeal level, have so far dismissed technical
arguments that cladding was potentially com-
pliant with applicable building codes and that
consultants who specified such cladding have
“peer professional opinion” defences based
upon most industry participants specifying the
same products.

Continuing concerns with the performance of
engineers and builders, and challenges with
legal recourse against them for defects, led to
the introduction in NSW of legislation to impose
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(if not, confirm) a duty of care on builders and
designers with a ten-year retrospective limitation
period. The object is to improve building stand-
ards or otherwise hold participants responsible,
but an incidental effect is increased exposure of
insurers for building defect claims. This reform
also has significant implications for construction
professionals (including architects and building
surveyors) and their Pl insurers, discussed below.

The past year also saw a revival of claims based
upon policy rectification and alleged breaches of
the duty of utmost good faith — possibly indicat-
ing more aggressive attempts to pursue claims
against insurers.

Marine Law

Marine law in Australia remains relatively set-
tled, with the majority of claims being governed
by the Marine Insurance Act 1909 (Cth) (MIA).
While there had been discussions to amend the
MIA previously to bring the MIA in line with the
amended version of the Marine Insurance Act
in the United Kingdom, these discussions have
stagnated and it appears that the momentum for
change may have been lost.

The other relevant legislation in relation to marine
claims in Australia are:

+ the Admiralty Act 1988, which extended the
admiralty jurisdiction from the Federal Courts
to the State and Territory Supreme Courts;
and

« the Carriage of Goods By Sea Act 1991
(COGSA), which gives effect to a modified
version of the Hague-Visby Rules (which
are a set of international rules adopted by
countries in relation to the governance of the
bill of lading/wayhbill for a cargo ship being
chartered along with the liabilities that may be
imposed on the party agreeing to the charter).
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In some insurance claims for damage to marine
assets, the ICA may apply if a court deems that
the MIA does not apply in relation to the claim.
This issue as to which act applies was looked
at in the decision of DMS Maritime Pty Limited
v Navigators Corporate Underwriters Limited
[2020] QSC 382. In that case, the Court held
that the policy was one of marine insurance as
the policy was issued in relation to losses which
must be regarded as “substantially incident to
marine adventure”.

COVID-19 had a huge effect on all aspects of
the marine industry globally in 2021. COVID-19
has destabilised the global container freight sup-
ply chain, delayed shipments and caused freight
rates to rapidly rise, putting intense pressure on
Australian exporters and importers. These issues
have predominantly been caused by the surge in
demand for shipping and COVID-19 outbreaks
forcing numerous port operations to temporarily
shut down, resulting in congestion and delays,
with cascading effects across the globe.

The ACCC reports that some Australian exporters
are struggling to meet their contractual obliga-
tions. As restrictions remain in place around the
world, it is expected that litigation will be pursued
in 2022 in relation to the various supply chain
delays and breaches. It is reported that only 10%
of vessels arrived at their designated due time in
2020/2021 and the supply chain issues look to be
only getting worse with the developing outbreak
of the Omicron variant of COVID-19.

The marine industry was also dramatically affect-
ed in March 2021 by the Ever Given obstructing
the Suez Canal for six days, effectively stop-
ping the majority of global shipping. While the
dispute between the Ever Given and the Suez
Canal Authority appears to have resolved, fur-
ther litigation is expected to arise against the
Ever Given as a result of the delays and loss of
goods caused by the Ever Given’s actions.
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Moray & Agnew is a leading national law firm
of over 650 people, including over 100 part-
ners. The firm serves domestic and interna-
tional clients from offices in Sydney, Melbourne,
Brisbane, Canberra, Newcastle and Perth. The
insurance practice is highly regarded and a pre-
eminent market leader. It includes 88 partners
and 191 other lawyers working exclusively in in-
surance law and related areas. Moray & Agnew
represents all the major Australian and inter-
national insurance participants, including local
carriers, Lloyd’s of London, brokers, reinsurers,
claims managers, all tiers of Australian govern-
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